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EXAMINER'S AMENDMENT 

1. An examiner's amendment to the record appears below. Should the 
changes and/or additions be unacceptable to applicant, an amendment may 
be filed as provided by 37 CFR 1.312. To ensure consideration of such an 
amendment, it MUST be submitted no later than the payment of the issue 
fee. 

Authorization for this examiner's amendment was given in a telephone 
interview with Raymond Churchill on 11/28/06. 
The claims have been amended as follows: 

1. (currently amended) An information recording device for 
recording the information on a recording medium, comprising: 

memory means for holding a node key unique to each node of 
a hierarchical tree structure having a plural number of such 
information recording devices, operating as 

leaves, and a leaf key unique to each information recording 
device, said memory means also holding a key renewal block 
formed as renewal key storage data decryptable using at least 
one of the node key and the leaf key; and 

encryption means for decrypting the key renewal block 
decryptable using at least one of the node key and the leaf key 
provided in said information recording device to calculate an 
encrypting key used in encrypting data to be stored in said 
recording medium; said encryption means encrypting the data to 
be stored in said recording medium using the calculated 
encrypting key; 
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said encryption means detecting, in encrypting and storing 
content for said recording medium, the latest usable key renewal 
block from key renewal blocks stored in said recording medium 
and from the key renewal block stored in said memory means of 
the information recording device itself; said encryption means 
encrypting the data to be stored on said recording medium using 
the encrypting key obtained on decrypting the detected latest 
usable key renewal block, 

wherein said information recording device io configured for 
cxccuting executes processing of writing the latest usable one of 
the key renewal blocks stored on said recording medium and the 
key renewal block stored in the memory means of the information 
recording device itself, in the memory means of the information 
recording device itself, in case the latest usable key renewal 
block is the key renewal block stored in the recording medium 
and the latest key renewal block is not as yet stored in the 
memory means of the information recording device itself^ 

and wherein said information recording device executes the 
processing of writing the latest usable one of the key renewal 
blocks stored on said recording medium and the key renewal block 
stored in the memory means of the information recording device 
itself on the recording medium in case the latest usable key 
renewal block is the key renewal block stored in the memory 
means of the information recording device itself and the latest 
key renewal block is not as yet stored on the recording medium . 

3 . (cancelled) 
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7. (currently amended) An information reproducing device 
for reproducing the information from a recording medium, 
comprising: 

memory means for holding a node key unique to each node of 
a hierarchical tree structure having a plural number of such 
information reproducing devices operating as leaves, and a leaf 
key unique to each information reproducing device, said memory 
means also holding key renewal blocks each formed as renewal key 
storage data decryptable using at least one of the node key and 
the leaf key; afid 

encryption means for decrypting the key renewal block 
decryptable using at least one of the node key and the leaf key 
provided in said information reproducing device to calculate an 
encrypting key used for decrypting cipher data stored in said 
recording medium; said encryption means decrypting the cipher 
data stored in said recording medium using the calculated 
encryption key; 

said encryption means detecting, in processing of 
decrypting the cipher data stored in said recording medium, a 
latest one of the key renewal block stored in the recording 
medium and the key renewal block stored in the memory means of 
the reproducing device itself, which has a version coincident 
with the version of the encrypting key of the content to be 
reproduced; said encryption means executing the decrypting 
processing of the cipher data stored on the recording medium 
using the encrypting key obtained by the processing of 
decrypting the detected key renewal block; and 

renewal means for comparing, in accessing the recording 
medium, a version of a key renewal block stored in the recording 
medium to that of a key renewal block owned by the reproducing 
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device itself, and for writing a key renewal block of a new 
version in the recording medium, if the key renewal block of the 
new version is the key renewal block stored in the memory means 
of the reproducing device itself, and the key renewal block of 
the new version is not as yet stored on the recording medium . 

12. (currently amended) An information recording method in 
an information recording device adapted for recording the 
information for a recording medium, said information recording 
device holding a node key unique to each node of a hierarchical 
tree structure having a plural number of such information 
recording devices, operating as leaves, and a leaf key unique to 
each information recording device, .said method comprising: 

a step of detecting a latest usable one of key renewal 
blocks stored in the recording medium and the key renewal block 
stored in said memory means of the information recording device 
itself; 

a step of decrypting the detected latest usable key renewal 
block, at said detection step, using at least the node key or 
the leaf key held in said information recording device, to 
calculate the encrypting key used in encrypting data stored in 
said recording medium; and 

a step of encrypting recording data for said recording 
medium, using the calculated encrypting key, to store the 
encrypted data on the recording medium, 

wherein, in case the detected latest usable key renewal 
block is the key renewal block stored in the recording medium 
and the latest key renewal block has as yet not been stored in 
the memory means of the information recording device itself, 
said detection step executes the processing of writing the 
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latest key renewal block in said memory means of the information 
recording device itself^ 

and wherein, in case the detected latest usable key renewal 
block is the key renewal block stored in the memory means of the 
information recording device itself and the latest key renewal 
block has as yet not been stored in the recording medium, said 
detection step executes processing of writing the latest key 
renewal block in said recording medium . 

13, (cancelled) 

15, (currently amended) An information reproducing method 
in an information recording device adapted for recording the 
information for a recording medium, each of a plurality of such 
devices holding a node key unique to each node of a hierarchical 
tree structure having the plural respective information 
recording devices operating as leaves, and a leaf key unique to ■ 
each information recording device, said method comprising: 

a step of acquiring version information of an encrypting 
key for content being reproduced, stored in a recording medium; 

a step of detecting a latest one of a key renewal block 
stored in the recording medium and a key renewal block stored in 
a memory means of the recording device itself, which has a 
version coincident with the version of the encrypting key of the 
content to be reproduced; 

a step of generating an encrypting key using at least one 
of the node key and the leaf key by decryption processing of a 
key renewal block as detected by said detection step; and 

a step of decrypting cipher data stored in the recording 
medium using the generated encrypting key ; and 
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a step of comparing, in accessing the recording medium, a 
version of a key renewal block stored in the recording- medium to 
that of a key renewal block owned by the reproducing device 
itself, and for writing a key renewal block of a new version in 
the recording medium, if the key renewal block of the new 
version is the key renewal block stored in the memory means of 
the reproducing device itself, and the key renewal block of - the 
new version is not as yet stored on the recording medium . 

2. References CA and CB listed in the information disclosure statement 
filed 4/10/07 are not considered because they are not in English and no 
translation has been provided. 

3. The following is an examiner's statement of reasons for allowance. 
The present invention is directed to: (i) an information recording device 
which selects a latest key renewal block between a key renewal block stored 
on the recording device and a key renewal block stored on a recording 
medium, derives an encryption key using the latest key renewal block, 
encrypts information to be recorded using the derived encryption key, and 
records the encrypted information on the recording medium (claims 1, 12, 
21 and 35); and (ii) an information reproducing device which select a latest 
key renewal block between a key renewal block stored on the information 
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reproducing device and a key renewal block stored on a recording medium, 
derives a decryption key using the latest key renewal block, and decrypts 
information from the recording medium using derived decryption key (claims 
7, 15 and 28). More specifically, independent claims 1, 12, 21 and 35 
identify the uniquely distinct features: if the key renewal block stored on the 
recording device is not the latest key renewal block, the key renewal block 
stored on the recording medium will be stored on the recording device; and 
if the key renewal block stored on the recording medium is not the latest key 
renewal block, the key renewal block stored on the recording device will be 
stored on the recording medium. The closest prior art, Lotspiech 
(6,609,116), discloses an information recording device and method which 
store a key renewal block of the latest version stored on the recording 
device on a recording medium; however, the key renewal block stored on 
the recording medium of Lotspiech can only be as current as the key renewal 
block stored on the recording device, and therefore, will not be stored on the 
recording device. Another prior art, Asano et al. (EP 1 008 989 A2), 
discloses an information recording device and method which store a key 
renewal block of the latest version stored on a recording medium on a 
recording device; however, the key renewal block stored on the recording 
medium of Asano is not supposed to be updated, and therefore, the key 
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renewal block stored on the recording medium will not be stored on the 
recording medium. 

Independent claims 7, 15 and 28 identify the uniquely distinct 
features: comparing the version of a key renewal block stored on the 
information reproducing device to that of a key renewal block stored on a 
recording medium, and writing a key renewal block of a new version in the 
recording medium, if the key renewal block of the new version is the key 
renewal block stored in the memory means of the reproducing device itself, 
and the key renewal block of the new version is not as yet stored on the 
recording medium. The closest prior art, Asano et al. (EP 1 008 989 A2), 
discloses an information reproducing device which compares the version of 
the key renewal block stored on the reproducing device to that of a key 
renewal block stored on a recording medium; however, Asano only updates 
the key renewal block stored on the reproducing device. 

The prior art, taken either singly or in combination, fails to anticipate 
or fairly suggest the limitations of applicant's independent claim, in such a 
manner that a rejection under 35 U.S.C 102 or 103 would be proper. The 
claimed invention is therefore considered to be in condition for allowance as 
being novel and nonobvious over prior art. 

Any comments considered necessary by applicant must be submitted 
no later than the payment of the issue fee and, to avoid processing delays, 
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should preferably accompany the issue fee. Such submissions should be 
clearly labeled "Comments on Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Minh Dinh whose telephone number 
is 571-272-3802. The examiner can normally be reached on Mon-Fri: 
10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 



Application/Control Number: 10/049,434 



Page 11 



Art Unit: 2132 

Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private 
PAIR or Public PAIR. Status information for unpublished applications is 
available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 
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Examiner 
Art Unit 2132 
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